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Cybercrime <

Cybercrime, or computer-oriented crime, is a crime that involves a
computer and a network. The computer may have been used in the
commission of a crime, or it may be the target. Wikipedia




Top 5 Popular Cybercrimes to Effortlessly Protect Your Computer and Data
Against its Impact

1. Phishing scams. Phishing 1s a practice of a cybercriminal or hacker attempting to
obtain sensifive or personal Information from a computer user. .

2. |dentity Theft scams. ...
3. Online Harassment. ..

4. Cyberstalking. ...
2. Invasion of privacy
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Most cyber crimes are committed by individuals or small groups. However large
organized crime groups also take advantage of the Internet. These "professional”
criminals find new ways to commit old crimes, treating cyber crime like a business
and forming global criminal communities.

These are the most common types of cybercrime acts:

« Fraud. Fraud is a general term used to describe a cybercrime that intends fo
deceive a person in order to gain important data or information. ...

« Hacking. ...

« |dentity Theft. ..

« Scamming. ...

« Computer Viruses. ...
» Ransomware. ..

« DDoS5 Attack. ..
Botnets.
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Figure I: Losses from Email Payment Fraud (US$ Million)
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By the Numbers

R
billion

Global losses since 2015Y

cases reported to the Australian
Government in 2016/17... a

n growth in
reported
0 scams"

losses reported by CBA

clients involved compromise
of a cloud email account™
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Email addresses are trivial to forge

Fraud cases we studied in 2017 involved
the impersonation or “spoofing” of
the email address of a senior executive
or supplier in an attempt to legitimise a
fraudulent request for payment.

lust under a third of the Email Payment

A spoofing attack will typically follow the
steps outlined in Figure 3:

Reconnaissance

The most primitive forms of Email Paymeant
Fraud are typically sent from webmail
addresses, are worded poorly, and are sent
to a large number of potential victims in
“spray and pray” spam campaigns.

The ‘tells’ in these campaigns tend to be
obvious. Unfortunately, criminal groups hawve
become more studicus, patient and willing
to invest money and effort in producing
more effective lures in the quest for larger
payouts. Most of that effort is spent on
reconnaissance.

Reconnaissance activities typically involwe
trawling social media and other online
sources to provide the scammers with
important context that allows them to
produce campaigns that are more realistic

and mone difficult to detect. Information
useful to an attack might include, for
examplea:

= MNew supply chain relationships — as
advertised in public tender documents or
trade press media;

= The names and email addresses of staff
with authority to make payments {for
targeting emails);

* The dates that a senior director will
travel on business, such as when they
are advertised as speaking at an event
(to make it more difficult for victims to
vierify whether the request for payment is

genuine).

In some cases, law enforcement has
encountered cybercrime gangs that hire local
‘agents’ to produce an in-depth study of
business connactions in a specifiic market.

Delivery
Fraudsters have sewveral means of faking the
sender's address.

The least sophisticated is to simply register a
webmail address in the CEO's name. This can

Figure 3: Business Email Spoofing

Reconnaissance
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Attacker studies
victim online for:

Attacker sends
fraudulent request
. for payment.

= Key suppliers, and =
what staff connect
with them.

‘From" address is
‘spoofed” to appear
the same or similar
to a legitimate
business contact
of the victim — most
often the CEQ ora
known supplier.

= Which staff have
authority to make
payments.

= When the CEO
is on leave or
travelling.

prove effective when the CEO is known to be
on leave or traveling for business, making it
difficult for the recipient of the email to verify its
authenticity unless they work very closely with
the CEO.

Other attackers will register domains that

are strikinghy similar to - or derivative of - the
victim or its supplier's legitimate web domain.
These attacks — while mone effective than
registering a webmail address — require the
(paid) registration of domains. Registering a
domain introduces for the attacker elemeants
of cost (albeit small costs) and a risk of being
identified (albeit a trivial one).

The most sophisticated attackers ‘spoof’
the domain of the target organisation or
one of its suppliers. In these cases, the

Attacker will
typically seek to
confirm that a
payment is made
to an account
they control,

or the account
of an unwitting
accomplice.

Email lure will
typically impart a

sense of urgency
and secrecy.

It is sometimes
paired with phone
calls or physical
mail to legitimise
the request.

email address in the ‘from’ field appears to
be the genuine address of the entity being
impersonated — even though it hasn't been
sent from their account. Attackers can
readily access very simple tools to spoof
email at little to no cost.

An analysis of several hundred attacks
published in Signals in late 20716" found that
victims are more likely to detect an email as
being fraudulent when it has arrived from

a different domain than usual, and are also
more likely to be sceptical of requests for
payment arriving from a webmail account
[Se= Figure 4 on the following page].
Attackers enjoy far greater success when
the email is spoofed and appears to be
coming from the correct domain in the
“from”™ field.
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It wasn’t me

Cellphone hacker - this is how hackers hack you using simple social engineering
Amazing mind reader reveals his “gift”
The Devils’ in Your Details Online Fraud

The Devils in Their Details 1 Risky Man
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How to identify
email payment fraud.

| e

The request claims Requests will appear to come You are requested to ignore
to be urgent and/or from a trusted colleague, standard payment

confidential. supplier or leader such as authorisation processes.
your CEOQ.
S Aa [~
|

Requests may contain tempting Tampered invoices are Emails or addresses will look
looking attachments or designed to look and feel like legitimate as often attackers
downloads designed to allow a regular invoice, arriving in an will spoof (imitate) an email

malware into your machine. expected cycle. address or compromise an

email account.

thnk
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How to identify
email payment fraud.




How to stay safe online

When it comes to the web - cyber threats
can come in many different shapes and sizes.

:6 g

Think before clicking Lock down logins
Scammers send phishing emails Hackers know most people use a weak
and 5M5 enticing you to click links password on multiple sites - such as a
or open attachments. loved-one or pet's name
Know the signs, and never enter T SErsary.
your personal details into a website Try creating long, strong and
from a link in a message. Instead, unique passwords for your most
go directly to the website to log in. important accounts, and enable
two-factor authentication where
available.

Secure your tech

Unpatched apps are a common
way for hackers to get into
your technology.

You can help by removing
unnecessary apps, installing
updates as soon as possible,

enabling auto-update and

running antivirus.

Badvisory
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How to stay safe online

When it comes to the web - cyber threats
can come in many different shapes and sizes.

oy

=
<
Safeguard your data Choose secure networks Be payment wise
(lost data and data Unsecured Wi-Fi networks like those Scammers regularly try to socially
breaches) in Airports or Cafés can broadcast engineer or tamper invoices especially
Hackers regularly go after your data your information publically to those when communicating by email.
either through ransomware or by around you.

attacking data in the cloud.
It's important that you research

Double check before making large

Save your most important and payments to make sure it's not
sensitive work for when you're

a scammer or tampered invoice,
your cloud provider and set up a at home or in a trusted network; especially 'H'-'|:IEI1 :ul:nmuni:ati ng
reqular backup routine for your or use a Virtual Private Network via email.

devices or data in the cloud. (VPN).

thnk
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As an example | have inserted below the summary that it would take for a hacker using
computer software to crack my password — using my initials and date and month of birth:

| have inserted below a password that | use for certain applications:

Badvisory
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Better It turns out a password is

significantly more secure thana

Passwords
Passphrases

georgest  2seconds
POkemQN ~ sconds
MyPetGoatHasAPhD 9.27 million centuries
RunAwayToasterThief 13 trilion centuries
SharksJustWantToHaveFun

I0nlyListenT oGlutenFreeMusic

14 Commonwealth Bank of Australia | Confidential

password

9.53 million trillion centuries

3,62 thousand trillion trillion centuries

#Can
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PASSWORD SECURITY :

Two interactive resources where you can see the importance of password security for yourself:
https://www.grc.com/haystack.htm and https://howsecureismypassword.net/

My advice is to NOT put your password into these sites, but use them to understand the effect of
length on passwords.

For further information or resources please contact me at snoble@thnkadvisory.com.au
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https://howsecureismypassword.net/
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